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Project Overview

Strategic Risk Assessment and Contingency Planning 

in Interconnected Transport Networks

Co-funded by European Commission under

FP7 Theme 4 (ICT) & Theme 10 (Security) FP7 Theme 4 (ICT) & Theme 10 (Security) 

Duration: 01/11/2009 – 30/04/2012

Budget: ~3.2 million Euros

Objective:

To develop a comprehensive Strategic Transportation Security Risk 

Assessment Framework for assessing related risk and provide cohered 

contingency management procedures in interconnected, interdependent 

and heterogeneous transport networks. 



Motivation: Transport as a CI

• Widely Used Open Systems

– 460 million citizens in the EU-25 use transportation

– 36 kilometres will be travelled every day by each citizen, and 27 of these 
will be by car 

– 1h12min everyday travelling by all means of transportation

• Intentional Incidents• Intentional Incidents

– Coordinated attacks on the Madrid commuter rail network in March 2004 
results 192 dead and 2,050 wounded

– 498 attacks carried out in the EU in 2006 only 1 by an Islamist (SPIEGEL)

• Un-intentional Incidents and Natural Disasters

– 4.5 accidents per million trainmiles

– At least 300.000 people are seriously injured on EU roads every year 
(ETSC)



European Perspective

• In April 2007 the Council adopted conclusions on the EPCIP

• Directive 2008/114/EC:

– CIP is the responsibility of the Member States

– Defines ‘risk analysis’ as consideration of relevant threat scenarios, – Defines ‘risk analysis’ as consideration of relevant threat scenarios, 

in order to assess the vulnerability and the potential impact of 

disruption or destruction of critical infrastructure

– Asks for common methodological guidelines for carrying out risk 

analyses in respect of EU Critical Infrastructures.

– Requests for each Member State to implement an appropriate 

communication mechanism for exchanging relevant information 

concerning identified risks and threats in relation to critical 

infrastructure



The Challenge

• Fundamental: At the heart of daily lives & Fosters social 

cohesion

• Complex: 
– Heterogeneous – Interconnected - Interdependent  

– Involves multiple jurisdictions– Involves multiple jurisdictions

• Highly vulnerable: 
– Difficult to protect + High Impact = Attractive target

– Incidents may have extended and unexpected consequences

• No common approach



Vision

• To produce a comprehensive Strategic Transportation Security 

Risk Assessment Framework

– Evaluate risk at a Strategic level

– Harmonized Examination of Critical Events

– Expand risk assessment in the Network of Networks (heterogeneity )

– Risk Assessment accounting for risk propagation ((interconnection and 

interdependencies)

– Coherent contingency management procedures irrispective of region 

and geographic focus

• To provide ICT tools for the network of networks:

– Manage risk assessment models

– Assess and report incident impact



Project Objectives

• To produce a Strategic Security Risk Assessment Framework

for European interconnected and interdependent 

transportation networks. 

– A modelling formalism capable of representing: incidents, structure 

and assets as well as asset interdependencies

– Impact Assessment Tool (IAT): a SW tool to manage risk assessment 

models and capable of assessing and reporting the impact of a specific 

risk incident

• To evaluate the proposed Risk Assessment Framework in two 

demonstrators: Urban (Athens) and Regional  (Bologna)

• To disseminate the results of the project and to formulate a 

viable and sustainable exploitation strategy.



Approach & Expected Results

• Informal Modelling: Collection and analysis of vulnerabilities, threats and 

intermodal transportation networks:

– Possible risk incidents on European transportation networks.

– Structure and assets of European transportation networks.

– Interdependency types between assets of transportation networks.

– Possible risk incidents on European transportation networks.

– Transportation Risk Propagation model – Transportation Risk Propagation model 

– Description of contingency plans and responses

• Formal Modelling: Describe Risk assessment constituents in a formal 

manner.

– Impact Assessment Modelling Language (IAML)

– STAR-TRANS Modelling Language (STML)

• Impact Assessment Tool (IAT )The incorporation of the above in an 

integrated framework support by an advance ICT tool

• Demonstrate its operation and evaluate its effectiveness



Risk Assessment Framework

1. Developed a risk assessment glossary 

2. Definition of transportation network asset types 

Means of
Transport

Transport 
Demand

Direct Assets

1. Direct Assets

1.1. Transport network

1.1.1. Edge

1.1.1 .1. Connection edge

1.1.1.1.1.  Network-internal

1.1.1.1.1.1. Urban road connection (between 2 intersections)

1.1.1.1.1.2. Highway connect ion (between 2 interchanges)

1.1.1.1.1.3. Railway connection (between 2 stations)

1.1.1.1.1.4. Cableway connection (between 2 sta tions)

1.1.1.1.1.5. Airway connection (between 2 a irports)

1 .1.1.1.2.  Network-connecting

1.1.1.1.2.1. Access footway

1.1.1.1.2.2. Park-and-ride route

1.1.1.1.2.3. Airport feeder line

1.1.1.1.2.4. Special acces/rescue/emergency routes

1.1.1 .2. O/D-edge

1.1.1 .2.1. Bus route including start point/terminal stop/depot

1.1.1 .2.2. Urban road including car park, dead-end

1.1.1 .2.3. Railway including start poin t/terminal stop/depot

1.1.1 .2.4. Cableway including start point /terminal stop/depot

1.1.1 .2.5. Airways from/to airports

1.1.1 .2.6. Waterways from/to ports

1.1.2. Node

1.1.2.1. Access/exit node

1.1.2 .1.1. Simple bus stop (no linkage)

1.1.2 .1.2. Simple railway stop (no linkage)

1.1.2 .1.3. Simple cableway stop (no linkage)

1.1.2 .1.4. Taxi stand

1.1.2.2. Linkage node

1.1.2.2.1.  Network-internal

1.1.2.2.1.1. Road network intersection (same road types)

1.1.2.2.1.2. Highway interchange

1.1.2.2.1.3. Public transport transfer station (same network)

1 .1.2.2.2.  Network-connecting

1.1.2.2.2.1. Road network intersection (different road types)

1.1.2.2.2.2. Road network nodes including on-ramp/exit

1.1.2.2.2.3. Park-and-ride station

1.1.2.2.2.4. Railway station linking regional and commuter traffic

1.1.2.2.2.5. 
Public transport transfer station (dif ferent 
networks/means of transport)

1.1.2.3. Storage node

1.1.2.3.1.  Public transport depot

1.1.2.3.2.  Car park

1.1.2.3.3.  Public transport starting point/terminal stop 

1 .1.2.3.4.  Aviation parking (apron)

1.1.3. Overlap

1.1 .3.1. Planar
1.1.3 .1.1. Railroad crossing

1.1.3 .1.2. Parallel/tangentia lly running networks (e.g. rail/road)

1.1 .3.2. Non-planar

1.1.3 .2.1. Railway bridge

1.1.3 .2.2. Motorway bridge

1.1.3 .2.3. Bridge across river (railway, motorway)

1.1.3 .2.4. Watergate

1.1.3 .2.5. Metro tunnel

1.1.3 .2.6. Cable car network

1.1.3 .2.7. Airway above transportation network

1.2 . Means of t ransport

1 .2.1. Road vehicle

1.2.1.1. Car

1.2.1.2. Bus (pub lic/private transport)

1.2.1.3. Truck

1.2.1.4. Van

1.2.1.5. Emergency veh icle

1.2.2. Rail vehicle

1.2.2 .1. Regiona l train

1.2.2 .2. Commuter train / suburban train

1.2.2 .3. Automated guideway transit vehicle

1.2.2 .4. Metro

1.2.2 .5. Tram

1.2.3. Aircraft

1.2.3 .1. Plane (public/priva te transport)

1.2.3 .2. Sailplane

1.2.3 .3. Ground effect veh icle

1.2.3 .4. Helicopter

1.2.4. Watercraft

1.2.4.1. Boat

1.2.4.2. Ferry boat

1.2.4.3. Ship

1.3 . Transport demand

1.3.1. Facility

1.3 .1.1. Airport

1.3 .1.2. Hospita l (rescue coordination centre)

1.3 .1.3. Po lice command centre

1.3 .1.4. Fire dispatch centre

1.3 .1.5. Shopping centre

1.3 .1.6. Sights

1.3 .1.7. Sports venue

1.3.1.8. Concert hall

1.3 .1.9. Institution of education

1.3.2. Human

1.3.2.1. Business traffic

1.3.2.2. Commuter t raff ic

1.3.2.3. Shopping traffic

1.3.2.4. Holiday traffic

1.3.2.5. Emergency traffic

1.3.3. Good

1.3.3.1 . Commodity (fitment)

1.3.3.2 . Consumer item (food)

1.3.3.3 . Durable producer good (machines)

1.3.3.4 . Non-durab le producer good (o ils, varnish)

1.3.3.5 . Posta l item

Transport 
Network

Energy Information

Indirect Assets

Assets of 
transportation 

networks

1.3.3.6 . Dangerous good

2. Indirect Assets

2.1. Energy       

2.1.1. Fuelling system

2.1.2. Fuelling veh icles

2.1.3. Electric power plant

2.1.4. Transformer substation

2.1.5. Contact wire

2.1.6. Power rail

2.1.7. Cable

2.2. Information

2.2.1. Communication

2.2 .1.1. Sh ipping

2.2.1.1.1. Marine radio service

2.2.1.1.2. Identification 2.2 .1.1.2.1.  AIS

2.2.1.1.3. Information 2.2.1.1.3.1. RIS

2.2.1.1.4. Navigation 2.2.1 .1.4.1. ARGO

2.2.1.1.5. Safety 2.2.1.1.5.1 . GMDSS

2.2.1.2. Road tra ffic

2.2.1 .2.1. Control 2.2.1.2.1.1. ITCS

2.2.1 .2.2. Communication 2.2 .1.2.2.1 . GSM

2.2.1 .2.3. Information
2.2.1.2.3.1 . TMC

2.2.1.2.3.2 . DAB

2.2.1 .2.4. Emergency call systems

2.2.1.3. Rail traffic
2.2.1.3.1 . Control

2.2.1.3.1.1. ETCS

2.2.1.3.1.2. GSM-Railway

2.2.1.3.2 . Location transponder

2.2 .1.4. Air tra ffic

2.2.1.4.1. Air radio

2.2.1.4.2. Navigation

2.2.1.4.2 .1. DME

2.2.1.4.2 .2. VOR

2.2.1.4.2 .3. NDB

2.2.1.4.2 .4. TACAN

2.2.1.4.2 .5. DECCA

2.2.1.4.2 .6. OMEGA

2.2.1.4.2 .7. ILS

2.2.1.4.2 .8. MLS

2.2.1.4.3. In formation 2.2.1 .4.3.1. ATIS

2.2.1.4.4. Emergency 2.2.1.4.4.1 . EPIRB

2.2.2. Safety/Control

2.2.2.1. Central administration

2.2.2.1.1. Rescue coordination centre

2.2.2.1.2. Traffic control centre

2.2.2.1.3. Fire dispatch centre

2.2.2.2. Road transport control

2.2 .2.2.1. On-board

2.2.2.2.1.1. 
Positioning system (GNSS, e.g.  GPS, 
GLONASS, Galileo)

2.2.2.2.1.2. Control system (ITCS) 

2.2.2.2.1.3. Navigation system

2.2.2.2.1.4. Stop-request-system

2.2.2.2.1.5. Information/display system

2.2.2.2.1.6. Ticket machine

2.2.2.2.2. Trackside

2.2.2.2.2 .1. Static/dynamic tra ffic signs

2.2.2.2.2 .2. Optic/acoustic signals

2.2.2.2.2 .3. Traf fic lights

2.2.2.2.2 .4. Display panel

2 .2.2.2.2 .5. Ticket machine

2.2.2.2.2 .6. Routing system

2.2.2.2.2 .7. Traf fic data collection units

2.2.2.2.2 .8. Toll sta tion/gate

2.2.2.3. Railway control

2.2.2 .3.1. On-board

2.2.2.3.1.1. 
Positioning system (detectors, GNSS, e.g. 
GPS, GLONASS, Galileo)

2.2.2.3.1.2. Tra in control system (ETCS)

2.2.2.3.1.3. Stop-request-system

2.2.2.3.1.4. Information/display system

2.2.2 .3.2. Trackside

2.2.2.3.2.1 . Sta tic/dynamic t raffic signs

2.2 .2.3.2.2 . Optic/acoust ic signals

2.2 .2.3.2.3 . Traffic lights

2.2 .2.3.2.4 . Ticket machine

2.2.2.3.2.5 . Switch

2.2 .2.3.2.6 . 

Track clearance detect ion (axle detector,  
axle-counting circuit, track circuit , 
transponder, balise, beacon)

2.2.2.4. Sh ipping control

2.2.2.4.1. On-board
2.2.2.4.1.1 . 

Positioning system (GNSS, e.g.  GPS, 
GLONASS, Galileo)

2.2.2.4.1.2 . Navigation system (ARGO)

2.2.2.4.2. Trackside

2.2.2 .4.2.1. Buoy

2.2.2 .4.2.2. Lighthouse

2.2.2 .4.2.3. Static traffic sign

2.2.2 .4.2.4. Watergate

2.2.2.5. Air tra ffic contro l

2.2.2 .5.1. On-board

2.2.2 .5.1.1. Positioning system (direction finder, radar)

2.2.2 .5.1.2. 
Air route navigation (DME, VOR, TACAN, 
LORAN, DECCA, OMEGA)

2.2.2 .5.1.3. Information/display system

2.2.2 .5.2. Ground-facing

2.2.2.5.2.1. Static/dynamic traffic signs

2.2.2.5.2.2. Optic/acoustic signa ls

2.2.2.5.2.3. Traffic lights

2.2.2.6. Road transport safety

2.2.2.6.1 . On-board

2.2.2.6.1 .1. Ant i-lock breaking system

2.2.2.6.1 .2. Electron ic stab ility program (ESP)

2.2.2.6.1 .3. Airbag

2.2.2.6.1 .4. Seatbelt

2 .2.2.6.2 . Trackside

2.2.2.6 .2.1. Automatic fire  alarm system

2.2.2.6 .2.2. Emergency call system

2.2.2.6 .2.3. Hydrant

2.2.2.6 .2.4. Beam barrier

2.2.2.7. Railway safety

2.2.2.7.1. On-board
2.2.2.7.1.1 . Automatic fire alarm system

2.2.2.7.1.2 . Emergency brake

2.2.2.7.2. Trackside
2.2.2.7.2 .1. 

Platform protection system (contact  
sensor, ligh t, radar, laser, video 
surveillance, platform door/gate)

2.2.2.7.2 .2. Security lock

2.2.2.8. Sh ipping safety 2.2 .2.8.1. On-board

2.2 .2.8.1.1 . Automatic fire alarm system

2.2.2.8.1.2 . Life jacket

2.2 .2.8.1.3 . Safety system (GMDSS)

2.2.2.9. Air tra ffic safety

2.2 .2.9.1. On-board

2.2 .2.9.1.1 . Seatbelt

2.2 .2.9.1.2 . Life jacket

2.2 .2.9.1.3 . Approach navigation system (ILS, MLS)

2.2 .2.9.1.4 . Emergency system (EPIRB)

2.2 .2.9.2. Ground-facing
2.2.2.9.2.1. Automatic f ire alarm system

2.2.2.9.2.2. Emergency call system

2.2.3. Security

2.2.3.1. Po lice command centre

2.2.3.2. Video surveillance system

2.2.3.3. Alarm device

2.2.3.4. Security lock

2.2.3.5. Security personnel

2.2.3.6. Coding of e lectronic in formation, firewall, anti-hacking

Identification of elements 
influencing security status

Hierarchical breakdown 
of transportation network 

assets 

Definition of Transport 
NW asset types



Risk Assessment Framework

3. Network Interconnection (Physical, System, Geographical, 

Logical, Self)

4. Risk Analysis

1. Indentify Threats:  

1. Typology of Threats

2. Threats are coupled with Assets and form pairs2. Threats are coupled with Assets and form pairs

3. Threat Scenarios containing multiple pairs

2. Defining Likelihood & Defining Impact

• 5 level scale

• Impact: Casualties, Economic losses, Environmental impacts, Response, Cascading 

Events (non-transportation),  events, Social & Psychological, Business Continuity

3. Risk Calculation

1. Risk matrix

2. Several calculation methods: maximum, weighted mean, majority rule, median 

3. Several Levels: Asset, Network, Network Segment, NW of NWs, other



Risk Assessment Framework

5. Response procedures
• Who will respond to the incident (and magnitude of team)

• What means are required

• Incident scene (extent – geographical impact on transport network)

• Emergency routes to / from the incident location  • Emergency routes to / from the incident location  

6. Risk propagation
Step 1. Define initial scenario 

Step 2. Estimate risk on the 1st asset

Step 3. Find interconnected assets

Step 4. Estimate risk in interconnected asset  Network B

Network A
A1

A2

A3

B1

B2

B3

C1



Impact Assessment Tool

� Most important aspect manage transportation risk :

� Identify risk

� Evaluate and prioritize risk

� Define countermeasures

Monitor risk� Monitor risk

� Operators’ primary interests 

� Use for incident response planning, impact assessment and critical 

infrastructure identification

� Use in personnel incident response training, simulation of risk 

incidents and calculation of asset interdependencies



IAT User Roles

• Asset Manager

• Security Manager

• Risk Analyst

• Administrator

• Web visitor
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Dynamic Message Signs

ROUTE DIVERSION

EVACUATION



Impact

• Introduction of a harmonized holistic approach for preventive measures 

and risk assessment 

• Identification of best practices and tools for emergency preparedness and 

response

• Provide the basis for an integrated transportation security policy 

• Offer ICT tools to decision makers to determine priorities among multiple • Offer ICT tools to decision makers to determine priorities among multiple 

contingency alternatives by evaluating consequences from propagating 

risks across the NoN

• Develop a state of the art Service Oriented Architecture for integrated 

transportation vulnerability assessment and risk management

=> a reduction of the impact of risk incidents on interconnected 

transportation networks through Europe, minimizing significantly social, 

economic and political disruptions



Consortium

1 INTRASOFT International S.A. INTRASOFT

2 National Center for Scientific Research Demokritos –

Environment Research Laboratory

NCSRD

3 Center for Security Studies KEMEA

4 Confederation of Organizations in Road Transportation 

Enforcement

CORTE

5 QinetiQ S.A. QINETIQ5 QinetiQ S.A. QINETIQ

6 Fraunhofer Institute for Transportation and Infrastructure 

Systems

FhG

7 Center for Research and Technology Hellas – Information & 

Telematics Institute

CERTH

8 Metropolitan Police Service MET

9 CTL Cyprus Transportation Logistics Ltd. CLT

10 SQUARIS Ltd. SQUARIS

11 SCOCIETA’ RETI E MOBILITA’ SpA SRM



website: www.startrans-project.edu

Contact Us: info@startrans-project.eu


