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A pan-European Challenge ‘/\f

Scattered and complex chain of actors in security-related
incidents: EMS, hospital staff, police, firemen, citizens

Fear of new threats: terrorism, armed conflicts, dirty
weapons, new infectious diseases

Lack of communication between practitioners and
suppliers: suppliers are not aware of the specific needs of
practitioners, practitioners are not aware of new products
and innovation

No common methodologies and standardized actions
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NO-FEAR project: Objectives and structure

1. Create an active network of practitioners, decision and policy
makers, suppliers and academia in the field of security

A core group of 18 NO-FEAR partners
acting as community managers.

Multi-disciplinary, multi-national,

In 5 years

A network of 150 practitioners
and 80 suppliers/academia from

EU and associated countries
sharing knowledge and

I experience.

Exercises, workshops, showcases,
acceleration programmes.

multi-sectorial activities.

* This project has received funding
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The network will be structured along
3 main pillars, with transversal expert groups

Acute care of the = Care in hospital and pre-hospital setting
patient = Continuity of care between EMS and receiving hospitals
= Psychological support

A : = Preparedness, planning and coordination with the authorities before the incident
cute care operations . . . . . .
in security related = Calling, activation of system, scene management and on-site coordination
incidents = Transportation and coordination with treatment facilities

. . = |nnovative curricula and training methodologies
Training and education ) ] . . )
of personnel and = New simulation tools in pre- and in-hospital preparedness and response
volunteers » Inclusion of pre-hospital care, disaster and emergency medicine in medical and
nursing schools
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Operational Activity - 2018
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Emergency Vehicles Application
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>System overview
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Data Collection

Automated Resource
Identification

Decision support multiple tier
resource allocation

Support and supervision
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Information

Overload
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Crisis Management
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Sense Making
Processes

Actionable
Intelligence
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 The nature of incidents is — multi-site / evolving incidents.

* Technology is key to creating and sharing a “common operational
picture” on real time.

« Sharing across organizations is a challenge.

* Overload of information (new function — “intelligence officer”).
At — command post, commanders, responders on the field

* “We see only what we see” (and focus on that).
« Managers need to be trained in the use of technology.
 Technology will fail — preserve the paper and pencil!
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Lessons from Security Related Incident ‘/\f

We found:

* 141 lessons from past incidents

* From 8 countries

* From at least 10 different incidents

The lessons were organized and categorized

This project has received funding
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Lessons from Security Related Incident ‘/\f

Repeating topics:

* Communication between responding organizations
(14 lessons)

* EMS safety and security (17 lessons)

* Mental distress (8 lessons)

 Dispatch of units to the incident (7 lessons)
« Communication on the field (7 lessons)

NO-FEAR ‘/\



Lessons from Security Related Incidents ‘/\f

Communication between responding organizations:

* Need for dedicated lines for communication between emergency
response organizations (not always used).

* Good cross sectorial cooperation.
 Common language is key for a successful operation.

* |dentification of commanders of the different organizations is
crucial (especially police commander).

* Police reported a suspected terror incident, but the medical and
fire responders on the filed didn’t receive this information

* The noise on the scene was a major problem hampering
communications, sun light as well.

* The cellular network was overloaded and collapsed

This project has received funding

NO'F EAR from the European Union’s I\an\c?lEDN -[Erll'ilg
Horizon 2020 programme, under  ADOM bN_IwI:]
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Lessons from Security Related Incidents ‘/\f

EMS safety and security(1):

EMS personnel active in a scene where a potential perpetrator is still active.
Security of responders was a major challenge.

While EMS personnel are trained to act according to the “zooning” of police (RED /
YELLOW / GREEN zones), due to the evolving nature of the incidents, zooning took
time and was not always clear. At the end, EMS personnel treated patients in un-
safe sites.

Zooning created challenges reaching some of the victims.

An increased police presence at the hospitals to ensure security and safety. Private
security contracts were quickly activated, provided hospitals with additional
security officers (both armed and unarmed).

Facility lock-down helped keeping the hospitals safe- specific entrances for

patients, a separate for visitors and a third for staff.
This project has receivgd funding MAGEN -"-r HD
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Lessons from Security Related Incidents A(

Responders were not aware of the scene security issue during the incident.
Only one hospital took precautions and increased its security measures.

During the entire response phase, police was working on "clearance" of the scene,
but it wasn't officially "cleared" until the end of the transportation of the
casualties.

Ethical dilemma- if the scene is unsafe, should the medical responders not to treat
casualties?

Need for Psychosocial plan for victims/relatives, by-standers and responders was
evident. Buses with private counseling rooms and trained personnel were deployed
and spent weeks at the area of hospitals, helping those in need.

The numbers of broken families and the emotionally drained friends all looking for
answers took significant time to deal with appropriately.

Post-traumatic reactions of responders (casualties casualties crying "don't leave

n . . .
us", casualties were dying in front of them).
This project has received funding
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Lessons from Security Related Incidents ‘/\f

Dispatch of units to the incident :

* The decision not to send resources to a call is a dilemma, as
there are many “none verified calls” that could be a real
incident, while resources are very limited.

* Requests for additional resources were not always based on full
operational picture.

* mobilization of the off-duty staff and keep units to cover the
ordinary emergencies.

* Not all available resources were involved: keeping back-up for
possible third and more attacks (similar to what has been done
in Paris).

* |T issues diverted the attention of dispatchers from the incident.
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