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Project Evolution

• Kick-off project plan • Midterm project plan
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Early Lessons learned

Adjusted plan:

• Understanding the functionality to be developed
• Following the development process continously

• Observing the user behavior 
• Collecting knowledge at all demonstrations 

• Video:  Table Test & Evaluation  10.05.2013
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The original project plan was, 
to apply security tools like:

Attack Trees, 
Protection Profiles
Security by Design
…

Early observation for this:
a nearly stable development plan 
would have been required.

However:
• SeCoServ2 (re)started from scratch 
• was based previous experience from 

the Project MANET.
• Basic models were under discussion

C:/Users/jean.schweitzer/Documents/21_SeCoServ-2014/SeCoServ-Graz/1_PSCE-GRAZ-Presentation 2015/SeCoServ2_Table-Evaluation.mp4
C:/Users/jean.schweitzer/Documents/21_SeCoServ-2014/SeCoServ-Graz/1_PSCE-GRAZ-Presentation 2015/SeCoServ2_Table-Evaluation.mp4


As security accompanied the development 
process (Security by evolution)
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Basic Process Structure
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Basic Process Structure
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Monitoring Security

SeCoServ-Security-Monitor
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Types of Security Modules
(Incident Area Network)

a SeCoTag-Security Interface

b SeCoTag-Receiver Security Interface

c Device  Security Interface

d IAN-Mesh-Node-Security Interface 

868 MHz IEEE 802.11a/b/g/n

SeCoTag SeCoTag-Receiver IAN-Mesh-Node

IEEE 802.11s

Regional Centre

Treatment Area South

Treatment Area North

Chief Medical Doctor (LNA)

First Responder 2

First Responder 1

Local ELW

OrgL
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Monitoring Security

Function Demonstrator
 Focus Reliability

Training Concept
 Focus: Awareness
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Electrical Power Supply as a functional 
Security Example

What could happen?
 Battery empty

 Generator break

 Local Power Net fails 

 Blocked radio link

 …

!! Not unlikely, especially 
during a MCI

Demonstrator:

[http://www.humanquality.org/]
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But let’s go for the Security Training Concept, first observing an MCI Field-Test
- Video: MCI exercise Oelde

C:/Users/jean.schweitzer/Documents/21_SeCoServ-2014/SeCoServ-Graz/1_PSCE-GRAZ-Presentation 2015/SeCoServ-MCI-Oelde-01.mp4
C:/Users/jean.schweitzer/Documents/21_SeCoServ-2014/SeCoServ-Graz/1_PSCE-GRAZ-Presentation 2015/SeCoServ-MCI-Oelde-01.mp4


Positions of interviewees

Emergency doctor

IT-Expert

Organization leader (decommissioned)

Strategic observer

Rescue assistant

Paramedic
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 The aim was to benefit from the large number of present rescue people and 
to create a state of opinion with a condensed questionnaire

 The following survey is not intended as a statistically significant measure, 
but rather it is a very good first impression on the problems of the situation 
concerning IT-Security



Questionnaire (1) 
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1
Which reasons can you imagine in order to attack an 
IT-based rescue system like SeCoServ2 ?

%

Gain access to personal data 37,5

Obtain whereabouts of the person concerned 37,5

Attack and paralyze the network 37,5

Infiltration downstream networks with which the 
rescue workers to come into contact

25,0

The localization of the emergency personnel 37,5

Obstruction of rescue work 62,5

2
What do you think should be protected with an IT 
security concept in an IT-based rescue system?

%

Patient information 62,5

System functions 87,5

Private facilities/equipment 25,0

The identity of the rescue personnel 12,5

The location of the emergency personnel 12,5



Questionnaire (2) 
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3
What options do you know, to protect a mobile device 
/ network against external attacks?

%

Passwords 100,0

Lockscreens 37,5

2-factor authentication 37,5

DNS (Domain Name Server) 62,5

Antivirus software 75,0

4
How often would you accept to enter a password 
during an operation to unlock an IT device?

%

No times 25,0

1x 75,0

2x 0,0

As often as necessary 0,0



Questionnaire (3)
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5
Is there in your opinion a time delay caused by IT security 
measures that is acceptable before triage of patient?

%

No 0,0

0-2 seconds 62,5

2-5 seconds 37,5

5-10 seconds 25,0

>10 seconds 0,0

6
How much time do you use in total after arriving on scene in order 
to exclude natural hazards? (e.g. gas leaks,  etc.)

%

No time 0,0

10-15 seconds 0,0

15-60 seconds 62,5

1-3 minutes 12,5

>3 minutes 25,0



Questionnaire (4)
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7
How severe do you assess the effects of the absence of 
security issues?

Averg.

(1 not severe, 10 extremely severe)

For ordinary safety aspects (1-10) 8,75

For IT-related security issues (1-10) 5,25

8
Would you change your answer to question 5 in 
consideration of questions 6 and 7?

%

No time 12,5

10-15 seconds 50,0

15-60 seconds 25,0

1-3 minutes 12,5

>3 minutes 0,0



Questionnaire (5)
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9
How do you protect personal belongings (mobile 
phone, purse, ..) during a rescue operation?

%

I do not take them with for use 87,5

I always wear them on the body 62,5

I don't protect them at all 0,0

The objects are unprotected once I remove the clothes 
in which I keep them

12,5

I keep them locked in the command vehicle 25,0

10
How do you protect prescription drugs / expensive 
rescue equipment during a mission?

%

Not at all 0,0

We keep them / it under lock and key 87,5

It remains in the rescue cars 37,5

We have a designated person who is taking care of the 
those

37,5



Questionnaire (6)
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11
How often would you be willing to participate in a regular IT 
security training?

%

Not at all, please do no regular training 12,5

Please only one (additional) training per year 50,0

Twice per year one hour 50,0

1/2 hour per month shall be sufficient 0,0

1 hour per month. It is indeed also an IT security 
training for home

0,0

12
What should be practiced in an IT security training, what should 
be the focus?

%

To protect patient data 50,0

Keep SeCoServ2 system functions upright 62,5

Personal safety aspects 12,5

IT security for home use 12,5

Time saving 50,0



Conclusion - Basic Principal

• The goal of SeCoServ2 and follow up activities is, to 
give emergency personnel an IT security concept at 
hand, which protects them in its primary activity, 
saving lives, but does not interfere with their implicit 
responsibility for downstream aspects related to the 
privacy of patients.

• It is not to hinder or disturb the rescue flow, but to 
avoid that victim/patient data can be accessed or 
tampered/manipulated during the rescue process by 
unauthorized persons.
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Conclusion - Next steps

• To develop an IT-security table evaluation tool 
adapted to rescue scenarios ranging from small 
incidents to MCIs.

• Designing an IT-Security Training offer respecting 
conditions like question 11.

• Expending our consulting expertise in functional 
Security focusing on mobile rescue infrastructures.

• Taking Early Warning Systems for Public into account 
(the digital society continues maturing, IoT, Big data, 
data privacy will change, …). 
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THANKS‘ 
FOR LISTENING
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