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Protection of Asset 

Example of Used Methodologies 

 
• Better infrastructure Risk and 

Resilience (BIRR) 
 

• Protection of Critical Infrastructures 
(BMI) 
 

•  CARVER2 
 

•  etc. 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Protection of Asset 

Example of Used Methodologies 

 
• Better infrastructure Risk and 

Resilience (BIRR) 
 

• Protection of Critical Infrastructures 
(BMI) 
 

•  Critical Infrastructure Modelling 
Simulation (CIMS) 
 

•  etc. 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Protection of Asset 

Example of Used Methodologies 

 
• Better infrastructure Risk and 

Resilience (BIRR) 
 

• Protection of Critical Infrastructures 
(BMI) 
 

•  Critical Infrastructure Modelling 
Simulation (CIMS) 
 

•  etc. 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Protection of Asset 

 Limitations of Methodologies 

• Limited Expertises 

• Lack of Coherent Methodology 

• Terminology 

• Disciplinary Disconnection 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Protection of Asset 

Limitations of Methodologies 

• Limited Expertises 

• Lack of Coherent method of  

 Risk Calculation 

• Terminology 

• Disciplinary Disconnection 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Protection of Asset 

Limitation of Methodologies 

• Limited Expertises 

• Lack of Coherent method of  

 Risk Calculation 

• Terminology 

• Disciplinary Disconnection 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Protection of Asset 

Limitation of Methodologies 

• Limited Expertises 

• Lack of Coherent method of  

 Risk Calculation 

• Terminology 

• Disciplinary Disconnection 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Coherent Framework 

Reference Security  
Management Plan 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Coherent Framework 

Goals 
 

• Coherent Methodology 
 

• Flexible and Easy to use 
 

• Common Terminology across all sector 
 

• Common Matrices for Risk Assessment 
Calculation 
 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Coherent Framework 

Goals 
 

• Coherent Methodology 
 

• Flexible and Easy to use 
 

• Common Terminology across all sector 
 

• Common Matrices for Risk Assessment 
Calculation 
 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Coherent Framework 

Goals 
 

• Coherent Methodology 
 

• Flexible and Easy to use 
 

• Common Terminology across all sector 
 

• Common Matrices for Risk Assessment 
Calculation 
 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Coherent Framework 

Goals 
 

• Coherent Methodology 
 

• Flexible and Easy to use 
 

• Common Terminology across all sector 
 

• Common Metrics for Risk Assessment 
Calculation 
 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Example of Solution 

Ri
sk

 A
ss

es
sm

en
t 

Asset 
Characterisation 

Prioritize 
Assets 

Indentify 
Critical Points 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Example of Solution 

Ri
sk

 A
ss

es
sm

en
t 

Threat 
Characterisation 

Threat Source Identification  
& Ranking 

Threat source 
Characterisation 

Threat source 
Selection 

Asset 
Characterisation 

Prioritize 
Assets 

Indentify 
Critical Points 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Example of Solution 

Ri
sk

 A
ss

es
sm

en
t 

Consequence Assessment 

Scenario Critical 
Points Pairs 

Risk Scenario 
Consequences 

Consequences-based 
Prioritisation 

Threat 
Characterisation 

Threat Source 
Identification  

& Ranking 

Threat source 
Characterisation 

Threat source 
Selection 

Asset 
Characterisation 

Prioritize 
Assets 

Indentify 
Critical Points 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Example of Solution 

Ri
sk

 A
ss

es
sm

en
t 

Consequence 
Assessment 

Scenario Critical 
Points Pairs 

Risk Scenario 
Consequences 

Consequences-based 
Prioritisation 

Threat 
Characterisation 

Threat Source 
Identification  

& Ranking 

Threat source 
Characterisation 

Threat source 
Selection 

Vulnerability Assessment 

Key Aspects of Performance 
& Vulnerability 

Performance-based 
Vulnerability Assessment 

Vulnerability  to Risk 
Scenario 

Asset 
Characterisation 

Prioritize 
Assets 

Indentify 
Critical Points 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Example of Solution 

Ri
sk

 A
ss

es
sm

en
t 

Consequence 
Assessment 

Scenario Critical 
Points Pairs 

Risk Scenario 
Consequences 

Consequences-based 
Prioritisation 

Threat 
Characterisation 

Threat Source 
Identification  

& Ranking 

Threat source 
Characterisation 

Threat source 
Selection 

Vulnerability 
Assessment 

Key Aspects  
of Performance 
& Vulnerability 

Performance-based 
Vulnerability Assessment 

Vulnerability  to Risk 
Scenario 

Threat Likelihood 
Assessment 

Specific Threat 
Capability 

Target  
Attractiveness 

Threat Likelihood 
& Prioritisation 

Asset 
Characterisation 

Prioritize 
Assets 

Indentify 
Critical Points 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Example of Solution 

Ri
sk

 A
ss

es
sm

en
t 

Consequence 
Assessment 

Scenario Critical 
Points Pairs 

Risk Scenario 
Consequences 

Consequences-based 
Prioritisation 

Threat 
Characterisation 

Threat Source 
Identification  

& Ranking 

Threat source 
Characterisation 

Threat source 
Selection 

Vulnerability 
Assessment 

Key Aspects  
of Performance 
& Vulnerability 

Performance-based 
Vulnerability Assessment 

Vulnerability  to Risk 
Scenario 

Threat Likelihood 
Assessment 

Specific Threat 
Capability 

Target  
Attractiveness 

Threat Likelihood 
& Prioritisation 

Risk Assessment 

Risk Calculation 

Risk Register 

Risk Analysis 

Asset 
Characterisation 

Prioritize 
Assets 

Indentify 
Critical Points 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Example of Solution 

Ri
sk

 A
ss

es
sm

en
t 

Consequence 
Assessment 

Scenario Critical 
Points Pairs 

Risk Scenario 
Consequences 

Consequences-based 
Prioritisation 

Threat 
Characterisation 

Threat Source 
Identification  

& Ranking 

Threat source 
Characterisation 

Threat source 
Selection 

Vulnerability 
Assessment 

Key Aspects  
of Performance 
& Vulnerability 

Performance-based 
Vulnerability Assessment 

Vulnerability  to Risk 
Scenario 

Threat Likelihood 
Assessment 

Specific Threat 
Capability 

Target  
Attractiveness 

Threat Likelihood 
& Prioritisation 

Risk Assessment 

Risk Calculation 

Risk Register 

Risk Analysis 

Protection 
Objectives 

Creating Protection 
Objectives 

Asset 
Characterisation 

Prioritize 
Assets 

Indentify 
Critical Points 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Data Representation 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Data Representation 

 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Data Representation 

 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Data Representation 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Data Representation 



Cyber Security and Resilience 

© HW Communications Ltd 2014 

Aspiration for better framework 
 and beyond 
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Conclusion 

 
 
  

• Pros and Cons of Available 
Methodologies 
 

• Building a coherent framework for Risk 
Assessment 
 

• Aspiration for better framework and 
beyond 
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