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Research Background  



Research Background  



Why Digital Ethics? 



ICT project investment written-off due 
to project failure was €142 billion in 
2004 across the European Union 
(McManus & Wood-Harper 2008)  
 
 



Introduction 
Aim 

Method 

Components  

Supporting Responsible Research Innovation  
in Disaster Risk Management  

Co-creating a Service  +  Knowledge Exchange 

● Knowledge Base 
● Online Community Platform 
● Table Top Exercises  
● Methods for Creative Ethical Impact Assessment 
● Expert team of facilitators   

 

What is the IsITethical? Exchange 

Ethical, Legal, and Social Issues 

www.isITethical.eu  



5000 officers, 80 VIPs, 1 high resolution 
image per minute from the helicopter to 
bronze commanders 
US $40 billion for ‘Firstnet’ 
EU UK £1.2 billion ESN 

Ferrãos and Sallent 2011:76 
http://www.businessinsider.com/royal-wedding-security-costs-30-million-2018-5?r=UK&IR=T 

5G Mission Critical Communications 5G 



In 2017, £22,703,235 have been spent for 47,922 
body worn cameras by UK's police forces.  
 
California saw use of force by officers drop by 
59 % when they wore cameras, and 
complaints about officers falling by 87 % 

Body-worn cameras and sensors 



“I‘m afraid of the logging system telling what I did” 
Norwegian Paramedic Interview 2015 

Body-worn cameras and sensors 



'Civil liberties group says facial 
recognition systems used by Met and 
South Wales police are wrong nine 
times out of 10'  



Nearly 5 billion connected things 
today, reaching 25-50 billion by 2020. 
Europe has 40% share of the global 
Internet of Things (IoT) market, 
projected €1.2 trillion in 2020. 

https://www.cbi.eu/market-information/outsourcing-itobpo/internet-things/ 

Internet of Public Safety Things 



 

Now we often say “ok with 

technology I can do this and this”,  

but it is important to keep in mind 

that you have to verify if this is 

ethical, legal ... and maybe 

integrating this “check” more at 

the beginning and at the last 

stage ... 
 

 
 
 
 

Marie-Christine 

Bonnamour,  

CEO Squaris, 

Public Safety 

Communications  

Europe Network 

… Could drive more 
ambitious social, 
technical, organisational 
and policy innovation  



IsITethical? Exchange  
It is about co-creating 

Digital Ethics guidance 
 

 

 
 



Ethical, Legal and Social Implications Guidance  

Your suggestions 



www.isITethical.eu  







Key terms are 
linked with specific  
Guidance and 
examples  
  
  

 

The aim is to create 
 A space for ethical 
conversations   
  

 





IsITethical? Exchange  
It is about  

co-designing creative tools to  

support Ethical Conversations   
 
 

Training  

Consultancy   Creative EIA   

Co-creating 
guidance  

Ideation  

Match-making  



Playful tabletop  
exercise 

Collaborative Information 

Management Rehearsing scenarios  

Opening discussion 

Taking ELSI informed decisions 

 Being in the “shoes” of responders 

    





Not my domain 
syndrome 



● Become equipped for pro-active digital 

ethics, through creative ethical impact 

assessment. 

● High quality innovation: Enhanced capacity 

to address challenges and opportunities. 

● Do digital ethics every day: Training and 

awareness building. 

● Share: The knowledge (s) of a diverse 

community of practitioners at a finger-click. 

● Help: A network of support where challenges 

and possibilities are constantly under 

exploration. 

 

IsITethical Exchange 



Research for PSCE 
About me 
• Professor of Sociology at Lancaster University, UK 

• Director for Research, Director for the Centre for Mobilities Research 

• Research on digital society, cross sector 

• >€15m Funding since 2011, current applications €8m 

• International Network – Practitioners, Researchers, Industry and SME, Policy 

• Member of British APCO, Intelligent Systems for Crisis Response and Management 

(ISCRAM), DRMKC Authour 

Vision/Motivation: PSCE at the vanguard of practitioner-led 

innovation, pro-active, creative, ambitious, useful and useable, 

responsible. Driving international excellence in PPDR services and 

technologies. Balancing respect for European values, fundamental 

human rights and ICT potential. 



Action 
• Building awareness of research: Map research landscape & benefits; 

• Expanding access to world-leading researchers: ISCRAM, Disaster Risk 

Management Knowledge Centre (DRMKC), Brazil, US; 

• Foster research collaborations: Integrating research into practice (internships and 

researcher/practitioner secondments, research projects);  

• Drive ambitious high quality responsible research and innovation: Expanding the 

practical, conceptual, methodological approach to practitioner-led innovation, including 

development of the www.isITethical.eu platform to serve this purpose; 

• Scan horizon for emerging technologies and socio-technical innovations and 

opportunities for rapid response research collaborations: 4/5G, AI, big data, 

augmented reality, automation, robotics, drones, IoT, distributed ledger, face 

recognition, homomorphic encryption, privacy preserving, accountable datamining; 

• Increase access to highly qualified knowledge exchange experts who will 

assist PSCE in leveraging research for Public Protection and Disaster Response; 

• Coordinate and support documentation of PSCE’s contribution to and 

involvement in research in publications and online 

• Translate research & innovation into standardization, policy, regulatory reform 




